3GPP TSG SA WG3 (Security) Meeting #84
S3-161099
25 – 29 July, 2016, Chennai, India
Source:
Qualcomm
Title:
Legitimacy of V2X messages on key issue for data source accountability
Document for:
Approval
Agenda Item:
8.5
1. Description

This document clarifies the meaning of “legitimate” when applied to V2X messages, in Key issue #8. Legitimacy of a message can be evaluated at several different 3GPP layers, or above the 3GPP layer at the application. We suggest that in the case of V2X application messages, this ‘legitimacy’ may be verifiable only at the application layer, and thus it is not the responsibility of the MNO. According to the service requirements for V2X services, “3GPP only handles the transport of these messages to support different types of V2X applications. The message transport expectations are described in requirements defined in this specification.” [Ref: TS 22.185].
Key issue #8 observes that the MNO is not responsible for the correctness of generated vehicle data. However, it goes on to propose that accountability should therefore be enforced at the V2X level. It is not clear what “accountability” really means, not which 3GPP layer this accountability is supposed to be enforced at.

We note that the SA2 TR 23.785 has the following stack for the PC5 interface (and none for the Uu interface for V2X message transfer):
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We can infer that the for the Uu interface, a similar stack is present at the UE, while the E-UTRAN only encompasses the layers up to and including the IP layer. The Key Issue at hand focuses on the Uu interface, namely messages transferred via the E-UTRAN. Therefore, the MNO will only have visibility into IP packets, and will not be able to assess message legitimacy at the Application layer.

We now examine what could make an IP packet “illegitimate”, i.e. as when issued from a compromised V2X entity as in the Security threats of the key issue at hand.  We observe that these may be, for each layer:

· IP layer: forging of source IP address or using of the incorrect destination address (??)

· PDCP layer: if integrity or encryption is applicable only: not applying integrity/encryption, or applying it but with the incorrect key. This type of error should be dealt with as usual at the PDCP layer in the eNB.

· RLC and below—none, since non-conforming SDUs will be dropped at the eNB side.

We therefore conclude that the only errors that could be encountered at the MNO core network are those at the IP layer, and these can be dealt with as normal by E-UTRAN, e.g. the S-GW/L-GW can drop packets with incorrect IP addresses.

In conclusion, we propose that the legitimacy of the V2X messages cannot be established by the E-UTRAN and thus the MNO is not liable for application-layer data that contains errors. 

2. Proposed change

It is proposed to make the following change to TR33.885- v0.23.0.
** First Change **
5.8
Key Issue #8: V2X data source accountability

5.8.1
Key issue details

The MNO is going to transfer data that are generated by third parties, e.g. vehicle data are transferred via the V2X application to E-UTRA(N) and may be broadcasted again via LTE to other V2X service users. 

The MNO is not responsible for the correctness of generated vehicle data. Though one would hope, that in the first place, the vehicle data provided to the LTE network is not manipulated or forged, this may not be always the case. Even though the MNO, as pointed out, is not able to verify the legitimacy of such application-layer messages, it may still be desirable that the MNO be able to identify the sender of V2X messages for data accountability or other such purposes.

Accountability should therefore be supported at the V2X level.

Editor’s Note: Contradiction with existing privacy requirement that it should not allow the MNO to identify the sender of the message needs to be addressed.

5.8.2
Security threats

  
There could be circumstances where the source of a V2X message needs to be identified, and the MNO may not be able to provide such information.


5.8.3
Potential Security requirements

The MNO should be able to identify the sender of a message when required by an external entity (subject to regulatory environment).
Editor’s note: Requirement may be revisited depending on SA1 LS response to S3-160789.

The LTE system should provide accounting function on data received from a resource external to LTE. 
Note: Privacy needs to be considered at the same time.

** End Change **
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